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Ravenscote Junior School

CCTV Security

Introduction
Ravenscote Junior School recognises that CCTV systems can be privacy intrusive.

For thisreason, Ravenscote School has carried outan assessment priortoitsinstallationinthe early
1980’s, in conjunction with Surrey Police, Governors and Surrey Local Authority representatives,
with aview toevaluatingwhetherthe CCTV systemin place is a necessary and proportionate means
of achievingthe legitimate objectives set out below.

Reviews of this policy shall be repeated regularly and whenever new equipment is introduced a
review will be conducted and a risk assessment put in place. We aim to conduct reviews no later
than everytwoyears.

Objectives
The purpose of the Ravenscote Junior School CCTV system is to assist the school in reaching these
objectives:
(a) To protect pupils, staff and visitors against harm to their person and/or property.
(b) To increase a sense of personal safety and reduce the fear of crime creating a warm
safe friendly environment
(c) To protectthe school buildings and assets.
(d) To supportthe police in preventing and detecting crime.
(e) To assistinidentifying, apprehending and prosecuting offenders.
) To assistin establishing cause of accidents and otheradverse incidentsand prevent
reoccurrence
(9) To assistin managingthe school.

Purpose Of This Policy

The purpose of this Policy is to regulate the management, operation and use of the CCTV system
(closedcircuittelevision) atthe school. The CCTV system used by the school comprises of:

CAMERA TYPE LOCATION SOUND | RECORDING SWIVEL/
CAPACITY FIXED
Y/N Y/N S/F
19 x Statiq Fixedtothe exteriorofthe main No 30 days Fixed
dome (180 buildingandinternal reception area

degree range)

4 x Bullet Overlooking main car park, front gate No 30 days Fixed
area and nature trail entrance
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The images captured by the CCTV system will be retained foramaximum of 30 days, except where
the image identifies anissue andis retained specifically in the context of an
investigation/prosecution of thatissue. Itiskeythat dataisretainedfornolongerthanis needed.
Therefore, yourretention period should be the shortest period for that purpose. 30 daysis deemed
enoughtime to allow any investigations required to be carried out.

Statement of Intent

The Ravenscote Junior School CCTV system seeks to comply with the requirements both of the Data
Protection Actand the most recent Commissioner's Code of Practice.

Ravenscote Junior School will treat the system, all information, documents and recordings (both
those obtained and those subsequently used) as data protected underthe Act.

The system has been designed so far as possible to deny observation on adjacent private homes,
gardens and otherareas of private property —Ravenscote is an isolated school site setwell beyond
the range of neighbouring properties.

Materials or knowledge secured as aresult of CCTV will not be used forany comme rcial purpose.

Images will only be released to the media for use in the investigation of a specific crime with the
written authority of the police (Surrey Police being the more local link police force). Images will
neverbereleasedtothe mediaforpurposes of entertainment.

The planning and design has endeavoured to ensure that the system will give maximum
effectiveness and efficiency butitis not possible to guarantee that the system will cover or detect
everysingleincident taking place inthe areas of coverage.

Warningsigns, as required by the Code of Practice of the Information Commissionerwill be clearly
visible on the site and make clearwhoisresponsibleforthe equipment.

The Ravenscote CCTV system is “hard wired from each camera to the main reordering and storage
device.

Recordedimages will only be retained longenough foranyincidenttocome tolight (e.g.for a theft
to be noticed) and the incident to be investigated. In the absence of compelling a need to retain
images for longer (such as an ongoing investigation or legal action), data will be retained for no
longerthan 30 days

System Management

Access to the CCTV system and data shall be password protected.

The CCTV system will be administered and managed by Mrs L Crouch —Ravenscote ICT Technician
who will act as System Managerand take responsibility for restricting access, in accordance with the
principlesand objectives expressed in this policy. Inthe absence of the Systems Manager the system
will be managed by Mrs Z Tunney — School Business Manager.
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The system and the data collected will only be available to the Systems Manager, his/her
replacement and appropriate members of the senior leadership team as determined by the
Headteacher.

The CCTV systemis designed to be in operation 24 hours each day, every day of the year, though the
school does not guarantee that it will be working duringthese hours.

The System Manager will check and confirm the efficiency of the systemregularlyand in particular
that the equipmentis properly recording and that cameras are functional.

Cameras have beenselected and positioned so as to best achieve the objectives set outin this policy
in particular by proving clear, usable images.

Unlessan immediateresponse to eventsisrequired, cameras will not be directed atanindividual,
theirproperty ora specificgroup of individuals, without authorisation in accordance with the
Regulation of Investigatory Power Act 2000.

Where a person other than those mentioned in paragraph 5.3 above, requests access to the CCTV
data or system, the System Manager must satisfy him/herself of the identity and legitimacy of
purpose of any person making such request. Where any doubt exists access will be refused.

Details of all visits and visitors are recorded in the Ravenscote Junior School electronic system sign-in
/ sign-outincluding time/data of access and details of images viewed and the purpose forsodoing —
to identify all individuals on site for Fire Regulations.

Downloading Captured Data onto Other Media

In orderto maintain and preserve the integrity of the data (and to ensure theiradmissibility in any
legal proceedings) any download media used to record events from the hard drive must be prepared
inaccordance withthe following procedures: -

(a) Each download media must be identified by aunique mark.

(b) Before use, each download media must be cleaned of any previous recording.

(©) The System Manager will register the date and time of download mediainsertion, including
itsreference.

(d) Download mediarequired for evidential purposes must be sealed, witnessedandsigned by
the System Manager, then dated and stored in a separate secure evidence store. If a download
mediais not copied forthe police before itissealed, acopy may be made at a later date providing
thatitis thenresealed, witnessed and signed by the System Manager, thendated and returned to
the evidence store.

(e) If download mediais archivedthe reference must be noted.

Images may be viewed by the police forthe prevention and detection of crime and by the Systems
Manager, his/herreplacement and the Headteacherand otherauthorised seniorleaders. However,
where one of these people may be later called as a witness to an offence and where the data
content may be used as evidence, it shall be preferable if possible, for that person to withhold
viewing of the data until asked to do so by the police.
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A record will be maintained of the viewing orrelease of any download mediato the police or other
authorised applicants.

Shouldimages be required as evidence, acopy may be released to the police underthe procedures
describedinthis policy. Imageswill only be released tothe police onthe clearunderstanding that
the download media (and any images contained thereon) remains the property of the school, and
download media (and any images contained thereon) are to be treated in accordance with Data
Protection legislation. The school also retains the right to refuse permission forthe police to pass the
downloaded media(and anyimages contained thereon) to any other person. Onoccasions when a
Court requiresthe release of adownloaded mediathis will be produced fromthe secure evidence
store, completeinitssealed bag.

The police may require the school toretainthe downloaded mediafor possible use as evidence in
the future. Such downloaded media will be properly indexed and securely stored until they are
needed by the police.

Applications received from outside bodies (e.g. solicitors or parents) toview orrelease images will
be referred to the school’s Data Protection Officer and a decision made by a senior leader of the
school in consultation with the school’s data protection officer.

Complaints about the Use Of CCTV

Any complaintsinrelationtothe Ravenscote Junior School CCTV system should be addressed to the
Headteacherand Ravenscote School Business Manager.

Requestfor Access by The Data Subject

The Data Protection Act provides Data Subjects —those whose image has been captured by the CCTV
systemand can be identified - with aright to data held about themselves, including those obtained
by CCTV. Requestsforsuch data should be made to Mrs Z Tunney — Ravenscote Junior School —
Business Manager-the images will be held for 30 days then deleted and over-written.

PublicInformation

Copies of this policy will be availableto the publicfrom the school office.




